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Poll
Are new modes of banking putting your
money at risk?

Yes
No
Can't say
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3.2 million debit cards compromised; SBI, HDFC Bank, ICICI,
YES Bank and Axis worst hit

MUMBAI: Banks in India will either replace or ask users to change the security codes of as
many as 3.2 million debit cards in what's emerging as one of the biggest ever breaches of
financial data in India, people aware of the matter said. Several victims have reported
unauthorised usage from locations in China. 

Of the cards, 2.6 million are said to be on the Visa and Master­Card platform and 600,000 on
the RuPay platform. The worst­hit of the card­issuing banks are State Bank of India, HDFC
Bank, ICICI Bank, YES Bank and Axis Bank, the people said. 

The breach is said to have originated in malware introduced in systems of Hitachi Payment
Services, enabling fraudsters to steal information allowing them to steal funds. Hitachi, which
provides ATM, point of sale (PoS) and other services, couldn't be reached for comment late
Wednesday. 

 

A forensic audit has now been ordered by Payments Council of India on Indian bank servers and systems to detect the origin of frauds that
might have hit customer accounts. NPCI Managing Director AP Hota said: "We have received complaints from banks about debit cards
being used in China which aroused suspicion." 

RELATED COMPANIES EXPAND

ICICI bank

HDFC bank

01:52 PM | 07 NOV

MARKET STATS

Search for News, Stock Quotes & NAV's

http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/industry/articlelist/13352306.cms
http://economictimes.indiatimes.com/industry/banking/finance/articlelist/13358259.cms
http://economictimes.indiatimes.com/industry/banking/finance/banking/articlelist/13358319.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://etportfolio.economictimes.indiatimes.com/DashBoard.htm
javascript:;
http://economictimes.indiatimes.com/etreporter/author-pratik-bhakta.cms
http://economictimes.indiatimes.com/industry/banking/finance/banking/3-2-million-debit-cards-compromised-sbi-hdfc-bank-icici-yes-bank-and-axis-worst-hit/opinions/54945561.cms
http://economictimes.indiatimes.com/topic/debit-cards
http://economictimes.indiatimes.com/topic/Visa
http://economictimes.indiatimes.com/topic/Master-Card
http://economictimes.indiatimes.com/topic/RuPay
http://economictimes.indiatimes.com/hdfc-bank-ltd/stocks/companyid-9195.cms
http://economictimes.indiatimes.com/icici-bank-ltd/stocks/companyid-9194.cms
http://economictimes.indiatimes.com/topic/YES-Bank-and-Axis-Bank
http://economictimes.indiatimes.com/icici-bank-ltd/stocks/companyid-9194.cms
http://economictimes.indiatimes.com/hdfc-bank-ltd/stocks/companyid-9195.cms
http://economictimes.indiatimes.com/marketstats.cms


Other Times Group news sites
Times of India | इकनॉिमक टाइ뛬� 
ઈકોનોિમક ટાઈ忌�સ | Mumbai Mirror
Times Now | Indiatimes 
नवभारत टाइ뛬� | महारा�净�  टाइ뛬�
ퟌ�ಜಯ ಕퟜ��ಟಕ | Lifehacker 
Gizmodo | Eisamay | IGN India
NavGujarat Samay

Living and entertainment
Timescity | iDiva | Zoom |  
Luxpresso | Gaana | Happytrips |
Cricbuzz | Get Smartapp

Networking
itimes | MensXP.com

Hot on the Web
Festival Guide 2016 | Gold Rate
 Google expected to unveil Pixel
smartphones | US Elections 2016
Live: India's surgical strikes on
PoK | RBI Rate Cut 
RBI Monetary Policy

Services
ads2book | Gadgetsnow | Free Business Listings
Simplymarry | Astrospeak | Timesjobs | Magicbricks | Zigwheels | Timesdeal |
dineout | Filmipop | Remit2india | Gaana | Greetzap | Techradar | Alivear |
Google Play

Live Market News Portfolio Mobile Live TV Newsletter Commodities Speed QnA Blogs Alerts RSS

"Though most of the suspected fraudulent transactions happened in the Visa and MasterCard network, we thought a whole a forensic
audit of the entire network will help us find out where the compromise happened," he said. 

HDFC Bank said it had already taken action in the matter a few weeks back. "Besides advising those customers who we know have used
a non­HDFC Bank ATM in the recent past to change (their) ATM PIN, we are advising our customers to use only HDFC Bank ATMs as we
believe security controls at some of the other bank ATMs may not be at par with HDFC Bank ATMs," a spokesperson said. "We take this
opportunity to reiterate that it's always prudent to change ATM PINs from time to time. It prevents misuse." 

Also Read: Are you likely to be conned by online fraudsters? Take this quiz and find out 

The Times of India had reported on Wednesday that SBI would reissue 600,000 debit cards following a malware­related security breach.
SBI has asked customers to change their PIN numbers as well. 

"Based on the complaints we have received, we are suspecting a compromise on the non­SBI ATM network which could include various
white­label ATM service providers," SBI Chief Information Officer Mrutyunjay Mahapatra told ET. 

"Therefore, as a precautionary measure, we have blocked six lakh debit cards. We have assured our customers that there has not been
any breach on the ATM network of SBI." 

Visa, MasterCard, ICICI Bank, Axis Bank and YES Bank did not respond to queries sent late on Wednesday. 

Banks had been receiving multiple complaints from customers about cards being used in China at various ATMs and point of sale
terminals. They in turn alerted Visa and MasterCard. A forensic audit is being conducted by Bengaluru­based payment security specialist
SISA. 

Some sources said the malware infection took about six weeks to detect, compromising transactions that took place during this period. As
many as 3.2 million cards were used on the Hitachi network during this time.

Stay on top of business news with The Economic Times App. Download it Now!
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