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Big Change:
The end of Five-Year Plans: All you need to know

No, OTP is not surefire protection against online banking
fraud

One-time password (OTP), a commonly used two-factor authentication, is considered an
effective deterrent against criminals trying to steal money from your bank account through
online transaction. Not any more. 
 
There has been a large number of cases in which criminals duped bank customers into revealing OTP or accessed it by hacking the
smartphone. But now they have found another way to bypass the OTP deterrent — by requesting your bank to change your phone
number linked to your bank account. A criminal can just walk into a bank, impersonate you, request a change in your registered mobile
number and use the new connection to receive OTPs for transactions.  
 
A resident of Janakpuri in Delhi has been duped by criminals who withdrew Rs 11.5 lakh from his current account recently in the same
manner, according to a TOI report.  
 
According to police, on August 31, two persons arrived at a bank and one of them impersonated the account holder. They requested a
change in the registered mobile number and filled in the prescribed form. Once the new mobile number was registered, they carried out
online transfers from the victim’s account using the OTPs sent to the new phone number. The Rs 11.5 lakh withdrawn in this manner
was transferred to six different accounts held in a bank in Dwarka and then withdrawn through ATMs and cheques. After the crime, the
mobile phone on which the OTPs were sent was switched off.  
 
Police scanned footage of CCTV cameras in the bank and got the bank employees to give details of the accounts used in the fraudulent
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transactions. Police tracked one of the criminals to Jharkhand through technical surveillance. The role of bank employees is also being
probed.  

 
Impersonation is a quick and simple way to carry out an OTP fraud. Another way criminals can dupe a bank customer is to contact
mobile operator with fake identity proof and get a duplicate SIM card. The operator deactivates the original SIM and the criminals
generate OTP on the new number and conduct online transactions. 

Stay on top of business news with The Economic Times App. Download it Now!

https://economictimes.indiatimes.com/
https://economictimes.indiatimes.com/markets/markets/1977021501.cms
https://economictimes.indiatimes.com/newshome.cms
https://etportfolio.economictimes.indiatimes.com/DashBoard.htm
https://m.economictimes.com/
https://economictimes.indiatimes.com/et-now/videohome/4413218.cms
https://economictimes.indiatimes.com/listing?frm=HP_Wg
https://economictimes.indiatimes.com/industry/articlelist/13352306.cms
https://economictimes.indiatimes.com/subscription.cms
https://economictimes.indiatimes.com/commodities.cms
https://speed.economictimes.indiatimes.com/
https://blogs.economictimes.indiatimes.com/
https://economictimes.indiatimes.com/rss.cms
http://www.timesinternet.in/
https://www.ads.timesinternet.in/expresso/selfservice/loginSelfService.htm
http://advertise.indiatimes.com/
http://www.indiatimes.com/termsandcondition
http://www.indiatimes.com/privacypolicy
https://www.facebook.com/EconomicTimes
https://twitter.com/economictimes
https://plus.google.com/+TheEconomicTimes/
https://economictimes.indiatimes.com/rss.cms
http://itunes.apple.com/us/app/the-economic-times/id474766725?ls=1&t=8apple.com/us
http://itunes.apple.com/us/app/the-economic-times/id474766725?ls=1&mt=8
https://market.android.com/details?id=com.et.reader.activities
https://market.android.com/details?id=com.et.reader.activities
http://www.windowsphone.com/en-US/apps/d73c2150-6acf-445b-b810-19a004b5d3e8
http://www.windowsphone.com/en-US/apps/d73c2150-6acf-445b-b810-19a004b5d3e8
http://hindi.economictimes.indiatimes.com/
http://gujarati.economictimes.indiatimes.com/
http://www.punemirror.in/
http://www.bangaloremirror.com/
http://www.ahmedabadmirror.com/
http://www.itsmyascent.com/
http://www.educationtimes.com/
http://brandcapital.co.in/
http://www.mumbaimirror.com/
http://www.timesnow.tv/
http://www.indiatimes.com/
http://navbharattimes.indiatimes.com/
http://maharashtratimes.indiatimes.com/
http://vijaykarnataka.indiatimes.com/
http://gogreenindia.co.in/
http://www.adageindia.in/
http://eisamay.indiatimes.com/
http://in.ign.com/
http://navgujaratsamay.indiatimes.com/
http://timesofindia.indiatimes.com/
http://tamil.samayam.com/
http://telugu.samayam.com/
http://www.misskyra.com/
http://www.bombaytimes.com/
https://www.filmipop.com/
https://www.baazinow.com/?utm_source=SEO&utm_campaign=ET
https://www.mxplayer.in/
http://timescity.com/
http://idiva.com/
http://timesofindia.indiatimes.com/entertainment
http://www.zoomtv.in/
http://healthmeup.com/
http://luxpresso.com/
http://www.gadgetreview.com/
http://www.hdfcbank.timescard.com/
http://gaana.com/newrelease/
http://mensxp.com/
http://www.happytrips.com/hotels
http://www.happytrips.com/guides
http://cricbuzz.com/
http://recipes.timesofindia.com/
http://gaana.com/newrelease/
http://www.happytrips.com/guides
https://www.getsmartapp.com/
http://www.itimes.com/
https://economictimes.indiatimes.com/markets
https://economictimes.indiatimes.com/gst
https://economictimes.indiatimes.com/wealth/tax/latest-income-tax-slabs/articleshow/62751981.cms
https://economictimes.indiatimes.com/wealth/personal-finance-news/aadhaar-everything-you-need-to-know-about-it/articleshow/60173210.cms
https://economictimes.indiatimes.com/wealth/ifsc-bank-code
https://economictimes.indiatimes.com/mutual-funds
https://economictimes.indiatimes.com/mf/best-mutual-funds-to-buy/top-elss-fund-to-invest
https://economictimes.indiatimes.com/wealth/tax/how-to-save-income-tax-here-are-6-investments-with-tax-free-income/articleshow/62567377.cms
https://economictimes.indiatimes.com/sensex-nifty-live-today-2018-17-10/liveblog/66254928.cms
https://economictimes.indiatimes.com/markets/nifty-bank/indexsummary/indexid-1913,exchange-50.cms
https://economictimes.indiatimes.com/news/telangana-assembly-elections-news-updates
https://economictimes.indiatimes.com/personal-finance/calculators/tax-impact-calculator
http://www.ads2book.com/
http://shopping.indiatimes.com/
http://www.simplymarry.com/
http://www.astrospeak.com/
http://www.timesjobs.com/
http://www.techgig.com/
http://www.magicbricks.com/
http://www.zigwheels.com/
http://www.zigwheels.com/bikes
http://www.yolist.com/
http://timesofindia.indiatimes.com/business/india-business/Send-Money-to-India-the-safe-convenient-inexpensive-way/articleshow/11079712.cms
http://www.zigwheels.com/used-car
http://timescity.com/delhi/restaurants
http://www.timesofmoney.com/remittance/jsp/home.jsp
http://www.gadgetsnow.com/mobile-phones
http://gaana.com/
https://economictimes.indiatimes.com/newshome.cms
http://www.timesmobile.in/
http://property.magicbricks.com/
http://dineout.co.in/
http://www.zigwheels.com/insurance/
http://www.gadgetsnow.com/
https://economictimes.indiatimes.com/listing?frm=HP_Wg
https://www.coupondunia.in/
https://www.remit2india.com/sendmoneytoindia/homepage.jsp
http://www.in.techradar.com/
http://www.alivear.com/
https://play.google.com/store/apps/details?id=com.getsmartapp
https://play.google.com/store/apps/details?id=com.smartspends
https://economictimes.indiatimes.com/feedback.cms
https://www.zigwheels.com/
https://economictimes.indiatimes.com/etmobileapps.cms


All about PNB Fraud Income Tax Calculator

Home Loan Calculator RCom

IL&FS Education Loan Calculator

Income Tax IL&FS crisis

Oil Import IFSC Code

Yes Bank Video Datsun Go, GO+ booking

Copyright © 2018 Bennett, Coleman & Co. Ltd. All rights reserved. For reprint rights: Times Syndication Service

https://economictimes.indiatimes.com/industry/banking/finance/banking/everything-you-need-to-know-about-the-pnb-scam/newslist/62929480.cms
https://economictimes.indiatimes.com/wealth/calculators/income-tax-calculator
https://economictimes.indiatimes.com/wealth/calculators/home-loan-calculator
https://economictimes.indiatimes.com/industry/telecom/telecom-news/reliance-communications-spectrum-sale-to-jio-may-hit-surety-snag/articleshow/66113609.cms
https://economictimes.indiatimes.com/industry/banking/finance/ilfs-issue-to-be-substantially-resolved-in-6-9-months-subhash-chandra-garg/articleshow/66113426.cms
https://economictimes.indiatimes.com/wealth/calculators/education-loan-calculator
https://economictimes.indiatimes.com/wealth/tax
https://economictimes.indiatimes.com/industry/banking/finance/banking/everything-about-the-ilfs-crisis-that-has-india-in-panic-mode/articleshow/66026024.cms
https://economictimes.indiatimes.com/industry/energy/oil-gas/moscow-offers-new-delhi-access-to-oil-gas-rich-northern-sea-route/articleshow/66113709.cms
https://economictimes.indiatimes.com/wealth/ifsc-bank-code
https://economictimes.indiatimes.com/industry/banking/finance/banking/yes-bank-ceo-search-committee-to-meet-on-oct-11/videoshow/66114404.cms
https://economictimes.indiatimes.com/industry/auto/cars-uvs/datsun-begins-bookings-for-new-go-go-models/articleshow/66026051.cms
http://timescontent.com/

