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SBI customers could lose all their money just by doing
this: Bank issues warning

State Bank of India has issued a warning to all of its mobile banking customers, but other bank
customers should also be cautious.

By : Sami Khan Dec 14,2019 16:19 IST

10 facts about ransomeware

India's largest bank, the State Bank of India, has issued a warning to all of its
customers about the potential risk of charging your phones at public charging stations.
According to the bank's notice, hackers could steal all your money by infecting phones
kept on charge at free mobile charging stations.
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How does Juice Jacking work?
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When the smartphone or laptop shows the low battery sign, it is our first instinct to find
a charging point. With the easily available free charging stations in public places, which
are installed by brands for promotion, we head straight to one without thinking twice.
But it looks like running out of juice could be better than charging at one of these free
stations.

SBI warns customers of Juice Jacking Pixabay

Hackers modify the ports at these charging stations with sophisticated USB port-like
gadgets, which don't seem out of the ordinary for most. As soon as the user plugs in
the phone to one of these malicious ports, the device will bypass the phone's security to
steal contents of the phone, including banking credentials, emails, messages, photos
and private videos, by injecting a malware.

osa State Bank of India
@TheOfficialSBI
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Juice Jacking isn't new as the trick is popular among hackers and widely in use. In
2012, the NSA had warned people to avoid using a public kiosk for charging their
gadgets and a weeks ago, the California Los Angeles County District Attorney
department also alerted people to avoid charging gadgets at public stations. SBIl is the
latest one to issue a warning in this regard, but it is not limited to SBI customers as
anyone who does mobile banking is at high risk from this type of attack.

How to protect yourself from Juice Jacking?

According to SBI, there are four main tips that can help you identify Juice Jacking to
keep you from falling victim to hacker's trick.

» Users should always check for an electrical socket behind the charging station
« Users must always charge directly from an electrical outlet
« Users must carry their own charging cables

« Users must buy portable batteries
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SBl issues warning to customers Reuters file
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